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	Job Title
	Head of Cyber Risk and Assurance

	Faculty/ Department
	IT Services 
	Legal Entity
	University of Surrey
	Job Family 
	Professional Services 
	Job Level 
	6

	Reports To
	Director of Cyber Security 
	Line Manages (role title(s))
	

	Job Statement 
The Head of Cyber Risk and Compliance is a strategic role responsible for developing and implementing the University's enterprise-wide governance, risk and compliance plan. The role holder will ensure robust risk management frameworks support the University's mission whilst maintaining regulatory compliance and stakeholder confidence. The role requires strategic thinking, exceptional stakeholder management, and the ability to translate complex risk scenarios into clear business recommendations for senior leadership and governance committees. 

	
Key Responsibilities This is not designed to be a list of all tasks undertaken but the main responsibilities (5 to 8 maximum) 

	· Strategic Cyber Risk and Compliance Leadership 
Develop and implement the University's enterprise cyber risk and compliance strategy whilst designing governance frameworks, policies, and procedures that align with institutional objectives. Represent / support the Director of Cyber Security in stakeholder meetings, acting as subject matter expert on governance and risk matters as required. 
· Enterprise Cyber Risk Management and Intelligence 
Establish and operate enterprise-wide cyber risk management programmes, maintaining institutional cyber risk registers and providing risk intelligence to senior leadership and governing bodies. Lead cyber risk and compliance aspects of incident response, including impact assessments and remediation planning. 
· Regulatory Compliance and Oversight 
Maintain comprehensive oversight of all regulatory compliance requirements including PCI-DSS, NHS DSP Toolkit, Cyber Essentials+ and emerging frameworks. Establish continuous monitoring and assurance programmes for ongoing compliance whilst managing regulatory notification requirements and external regulatory engagements. 
· Third-Party and Vendor Risk Management 
Oversee comprehensive third-party risk management including vendor assessments, contract security reviews and ongoing supplier monitoring. Ensure vendor compliance with University standards and requirements throughout the procurement and contract lifecycle. 
· Cyber Risk and Compliance Technology Platform Management 
Provide strategic direction for cyber risk and compliance technology platforms including OneTrust, Bitsight and other governance tools, ensuring optimal utilisation and ROI. Drive continuous improvement of cyber risk and compliance capabilities, processes and technologies to maintain best practice standards. 
· Governance Reporting and Committee Support 
Provide regular cyber risk and compliance reporting to relevant committees including risk dashboards and compliance status updates to support board and senior leadership decision-making. Represent the University in industry forums and professional networks related to cyber risk and compliance matters. 
· Cross-Functional Collaboration and Integration 
Work closely with staff across all faculties and professional services to embed cyber risk and compliance considerations into business processes and strategic planning. Facilitate organisation-wide understanding of cyber compliance and risk obligations through effective stakeholder engagement. 
· Training, Awareness and Capability Development 
Oversee University-wide cyber risk and compliance training programmes ensuring staff understand their compliance obligations and risk management responsibilities. Develop institutional cyber risk and compliance awareness and capabilities through continuous professional development and best practice implementation. 
N.B. The above list is not exhaustive.

	Role Scope and Impact This is a summary of the post holder’s role in delivering outcomes, making decisions, and the complexity of problem-solving involved in the role.

	 
Accountability 
· The post-holder has accountability for the University's cyber governance risk and compliance posture and must provide assurance to senior leadership and external regulators regarding compliance status and risk management effectiveness 
· The post-holder is responsible for comprehensive reporting to University Executive, Audit Committee, and external stakeholders on all aspects of governance, risk, and compliance performance 
· The role carries professional accountability for ensuring team members are appropriately qualified, developed, and supported to discharge their responsibilities effectively 

Problem Solving
· The post-holder operates with delegated authority to make strategic decisions affecting University-wide cyber governance risk and compliance posture, working within Board-approved risk appetite and governance frameworks 
· The post-holder leads complex problem-solving activities that may impact institutional reputation, regulatory standing or strategic objectives, requiring sophisticated judgement and stakeholder management 
· The role requires the ability to synthesise complex regulatory, technical and business requirements into clear recommendations for senior leadership and governing bodies 
· Decisions made by the post-holder directly influence the University's risk profile and compliance status, requiring thorough analysis, consultation and documentation of rationale 
· The post-holder must demonstrate exceptional escalation judgement, particularly when regulatory breaches or significant risk events require immediate senior leadership or Board attention 


	Person Specification This section describes the knowledge, experience & competence required by the post holder that is necessary for standard acceptable performance in carrying out this role.

	Qualifications and Professional Memberships
	

	Professionally qualified with a relevant degree/postgraduate qualification, plus several years broad management experience in similar or related roles 
OR; 
Substantial vocational and relevant management experience demonstrating management ability in an appropriate professional or specialist area, and success in similar or related roles, supported by evidence of significant appropriate specialist knowledge 

	E

	Qualification in cyber governance, risk and compliance disciplines (CRISC, IRM)
	E

	


Technical Competencies (Experience and Knowledge) This section contains the level of competency required to carry out the role (please refer to the Competency Framework for clarification where needed and the Job Matching Guidance). 
Level 1: basic level of understanding/experience and can apply it with guidance.
Level 2: good level of understanding/experience and can apply it with little or no guidance.
Level 3: expert level of understanding/experience and can apply, develop it and guide others.
	Essential/
Desirable
	Level
1-3


	Experience leading teams and developing organisational GRC capabilities 
	E
	3

	Experience of regulatory engagement and managing complex compliance requirements across multiple frameworks 
	E
	3

	Demonstrable experience in board-level reporting and governance committee support 
	E
	3

	Experience of regulatory engagement and managing complex compliance requirements across multiple frameworks 
	D
	2

	Experience of establishing and operating enterprise-wide risk management programmes
	D
	2

	Experience of GRC technology implementation and platform management (preferably including OneTrust or similar) 
	D
	2

	Higher education sector experience, particularly with academic research compliance requirements 
	D
	2

	Experience of crisis management and regulatory incident response 
	D
	2

	Special Requirements 
	Essential/
Desirable

	The post holder must be willing and able to work flexibly.  This may include working outside of regular office hours upon occasion where incidents arise. 
	E

	Core Competencies This section contains the level of competency required to carry out this role.  (Please refer to the competency framework for clarification where needed). n/a (not applicable) should be placed, where the competency is not a requirement of the grade.
	Level
1-3

	Communication
Adaptability and Flexibility
Customer, Client service and support
Planning and Organising
Continuous Improvement
Problem Solving and Decision Making Skills
Managing and Developing Performance
Creative and Analytical Thinking
Influencing, Persuasion and Negotiation Skills
Strategic Thinking and Leadership
	3
3
3
3
3
3
3
3
3
3

	This Job Purpose outlines the core activities of the role. As the Department/Faculty and the post holder evolve, the duties and focus of the role may change. The University expects the post holder to adopt a flexible approach to work, including undertaking relevant training when necessary. If significant changes to the Job Purpose are required, the post holder will be consulted, and the changes will be reflected in a revised Job Purpose.
All staff are expected to:
· Positively support equality of opportunity and equity of treatment to colleagues and students in accordance with the University of Surrey Equal Opportunities Policy.
· Work to achieve the aims of our Environmental Policy and promote awareness to colleagues and students. 
· Follow University/departmental policies and working practices in ensuring that no breaches of information security result from their actions.
· Contribute towards broader university initiatives that have a positive impact on student experience, recruitment and campus operations. This may include participation in cross-functional activities such as open days, confirmation and clearing, welcome week, graduation. 
· Ensure they are aware of and abide by all relevant University Regulations and Policies relevant to the role.
· Undertake such other duties within the scope of the post as may be requested by your Manager.
· Work supportively with colleagues, operating in a collegiate manner at all times.
[bookmark: _Hlk202954986]Help maintain a safe working environment by:
· All staff have a statutory responsibility to take reasonable care of themselves and others and to prevent harm by their acts or omissions. All staff are, therefore, required to adhere to the University’s Our Safety Policy Statement and associated Procedures. 


	Organisational/Departmental Information & Key Relationships

	Background Information 
Cyber Security is a crucial function within IT services responsible for safeguarding the University’s digital infrastructure, research data and personal information of staff and students. As a function we work closely with IT services overseeing network security, incident response, compliance and user awareness. Our cyber security function balances strong security controls with the need for open access to systems that support learning and research.

	Department Structure Chart Remove italics before publishing *Please highlight the post holder’s role by right clicking and selecting format shape, selecting solid fill and 2nd shade of blue in list. Boxes can be added/removed by right-clicking and selecting add shape or cut. Font should be Frutiger LT Std 45 Light (max font size 10*.
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